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FIELD OF THE INVENTION 

This present invention relates to communications between network devices in computer 
networks. More specifically, it relates to a system and method for adjusting power during initial 
5 ranging of network client devices such as cable modems. 

BACKGROUND OF THE INVENTION 

Cable television networks such as those provided by Comcast Cable Communications, 
Inc., of Philadelphia, Pennsylvania, Cox Communications of Atlanta, Georgia, Tele- 

£10 Communications, Inc., of Englewood Colorado, Time-Warner Cable, of Marietta Georgia, 
Continental Cablevision, Inc., of Boston Massachusetts, and others provide cable television 

f! services to a large number of subscribers over a large geographical area. The cable television 

I " networks typically are interconnected by cables such as coaxial cables or a Hybrid Fiber/Coaxial 
("HFC") cable system which have data rates of about 10 Mega-bits-per-second ("Mbps") to 

015 about 30+ Mbps. 

C The Internet, a world-wide-network of interconnected computers, provides multi-media 

content including audio, video, graphics and text that typically requires a large bandwidth for 
downloading and viewing. Most Internet Service Providers ("ISPs") allow customers to connect 
to the Internet via a serial telephone line from a Public Switched Telephone Network ("PSTN") 
20 at data rates including 14,400 bps, 28,800 bps, 33,600 bps, 56,000 bps and others that are much 
slower than the about 10 Mbps to about 30+ Mbps available on a coaxial cable or HFC cable 
system on a cable television network. 
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With the explosive growth of the Internet, many customers have desired to use the larger 
bandwidth of a cable television network to connect to the Internet and other computer networks. 
Cable modems, such as those provided by 3Com Corporation, of Santa Clara, California, 
Motorola Corporation, of Arlington Heights, Illinois, Hewlett-Packard Co., of Palo Alto, 
California, Scientific-Atlanta, of Norcross, Georgia, General Instruments, of Horsham, 
Pennsylvania, and others offer customers higher-speed connectivity to the Internet, an Intranet, 
Local Area Networks ("LANs") and other computer networks via cable television networks. 
These cable modems currently support a data connection to the Internet and other computer 
networks via a cable television network with a data rate of up to about 30+ Mbps, which is a 
much larger data rate than can be supported by a modem used over a serial telephone line. 

However, many cable television networks provide only uni-directional cable systems, 
supporting only a "downstream" cable data path. A downstream data path is the flow of data 
from a cable system "headend" to a customer. A cable system headend is a central location in 
the cable television network that is responsible for sending cable signals in the downstream 
direction. A return data path via a telephone network (i.e., a "telephony return"), such as, a 
Public Switched Telephone Network provided by AT&T, GTE, Sprint, MCI and others, is 
typically used for an "upstream" data path. An upstream data path is the flow of data from the 
customer back to the cable system headend. A cable television system with an upstream 
connection to a telephony network is called a "data-over-cable system with telephony return." 

An exemplary data-over-cable system with telephony return includes customer premise 
equipment (e.g., a customer computer), a cable modem, a cable modem termination system, a 
cable television network, a Public Switched Telephone Network, a telephony remote access 
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concentrator and a data network (e.g., the Internet). The cable modem termination system and 
the telephony remote access concentrator together are called a "telephony return termination 
system." 

The cable modem termination system receives data packets from the data network and 
transmits them downstream via the cable television network to a cable modem attached to the 
customer premise equipment. The customer premise equipment sends response data packets to 
the cable modem, which sends response data packets upstream via Public Switched Telephone 
Network to the telephony remote access concentrator, which sends the response data packets 
back to the appropriate host on the data network. 

In a two-way cable system without telephony return, the customer premise equipment 
sends response data packets to the cable modem, which sends the data packets upstream via the 
cable television network to the cable modem termination system. The cable modem termination 
system sends the data packets to appropriate hosts on the data network. The cable modem 
termination system sends the response data packets back to the appropriate cable modem. 

Currently, as a cable modem is initialized in a data-over-cable system, it registers with a 
cable modem termination system to allow the cable modem to receive data over a cable 
television connection and from a data network (e.g., the Internet or an Intranet). The cable 
modem forwards configuration information it receives in a configuration file during initialization 
to the cable modem termination system as part of a registration request message. A cable 
modem also helps initialize and register any attached customer premise equipment with the cable 
modem termination system. 
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A cable modem termination system in a data-over-cable system typically manages 
connections to tens of thousands of cable modems. Most of the cable modems are attached to 
host customer premise equipment such as a customer computer. To send and receive data to and 
from a computer network like the Internet or an Intranet, a cable modem and customer premise 
5 equipment and other network devices have a network address dynamically assigned on the data- 
over-cable system. 

Many data-over-cable systems use a Dynamic Host Configuration Protocol ("DHCP") as 
a standard messaging protocol to dynamically allocate network addresses such as Internet 
O Protocol ("IP") addresses. As is known in the art, the Dynamic Host Configuration Protocol is a 
«!o protocol for passing configuration information to the network devices on a network. The 
gj Internet Protocol is an addressing protocol designed to route traffic within a network or between 
jS networks. 

U The cable modem makes an Internet Protocol connection to the cable modem termination 

W system so that Internet Protocol data received on the cable modem termination system from the 
a 5 data network can be forwarded downstream to the customer premise equipment via the cable 
network and the cable modem. Once an Internet Protocol address is obtained on the cable 
modem termination system, the cable modem obtains the name of a configuration file used to 
complete initialization. The cable modem downloads a configuration file from a central location 
in the data-over-cable system using a Trivial File Transfer Protocol (TFTP) server. As is known 
20 in the art, Trivial File Transfer Protocol is a very simple protocol used to transfer files, where 
any error during file transfer typically causes a termination of the file transfer. 
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There are a host of initialization steps that are typically performed to allow the network 
client device such as a cable modem to receive data over a cable television connection from a 
data network. A set of parameters must be initialized before the cable modem can be declared 
operational. Some of these parameters include synchronization, authorization, local address 
assignment, ranging and power calibration, assignment of default upstream and downstream 
channels and assignment of encryption information. 

Ranging is a process by which the headend determines the round-trip delay of data 
destined to a specific customer premise equipment or network termination point. It is a process 
of acquiring the correct timing offset such that the cable modem's transmissions are aligned to 
the correct mini-slot boundary. Accurate ranging of network client devices permits a Time 
Division Modulation Application (TDMA) like slotted channel mechanism on the upstream. 
Further, less guard time is required between network client devices such as a cable modem with 
precise ranging. All network client device transmitters along the entire length of the cable 
television system are aligned in terms of timing such that, if every network client device on the 
channel began transmitting on the upstream channel, the first symbol of each would arrive at the 
headend receiver at exactly the same instant the first symbol of the downstream frame was 
leaving the headend transmitter. 

During the ranging process, each network client device is transmitter downloaded with a 
transmit timing offset value. IEEE P802.14 specifies a maximum cable television length of 50 
miles (80 km). The ranging process has the effect of positioning each network termination point 
in a virtual timing space such that all network client devices appear to be within zero propagation 
delay of the headend. For example, using the difference between its current time and a cable 
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modem's local time at the time a frame is transmitted, the headend can determine a time 
correction value to be assigned uniquely to each cable modem. The INVITATION and 
INVITATIONRESPONSE messages between a cable modem and a headend exchange all the 
data necessary to perform ranging, but additional ranging exchanges may be performed on any 
cable modem via the RANGE_REQUEST message. The range and power calibration message 
from the headend to a cable modem is transmitted by the headend to a single cable modem on the 
cable modem's downstream channel after it has transmitted a local address assign message to the 
same cable modem. It contains the range offset value and the power control value and is 
addressed to the cable modem's local address. This message may be transmitted to the same 
cable modem in response to any received upstream slot to cause it to adjust its power and range 
offset. 

The headend also determines a power level adjustment value to guarantee optimal 
performance. However, the Data-Over-Cable Service Interface Specification (DOCSIS) 
provides no guidance as to how the power level should be adjusted for successive initial ranging 
attempts. The specification only specifies a dynamic range from 8 dBmV to 58 dBmV with 
power level control in ldB increments. One solution may be to use linearly increasing 
increments in power to cover a transmitter dynamic range. The problem with this approach is 
the considerable length of time required by a cable modem to register with the cable modem 
termination system. Thus, there is still a need to implement a method to calibrate or adjust the 
power level of a cable modem transmitter that reduces the initial ranging time to cover the entire 
cable modem transmitter dynamic range. 
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SUMMARY OF THE INVENTION 

The system and method of the present invention facilitates communications between a 
5 network client device such as a cable modem and a network device such as a cable modem 
termination system. 

In accordance with a preferred embodiment, the method for establishing communications 
between a cable modem and the cable modem termination system includes dividing the dynamic 
range of the cable modem transmitter into different regions. In a preferred embodiment, the 
10 dynamic range of the cable modem transmitter is divided by the dynamic range of the cable 
& modem termination system receiver. The method for establishing communications further 
includes, attempting one or more initial ranging in each of the different regions, and determining 
2 if a range response message is received from the cable modem termination system. If a response 
r is not received, the method further includes adjusting the power level and reattempting one or 
Ml 5 more initial ranging in each region till a range response message is received from the cable 
O modem termination system. Once a range response message is received, the initial ranging 
w process is complete. 

The foregoing and other features and advantages of the system and method for calibrating 
power level during initial ranging of a network client device will be apparent from the following 
20 more particular description of preferred embodiments of the system and method as illustrated in 
the accompanying drawings in which like reference characters refer to the same parts throughout 
the different views. 



-8- 

McDonnell Boehnen Hulbert & Berghoff 
300 S. Wacker Drive, Floor 3200 
Chicago, IL 50606 
312-913-0001 



BRIEF DESCRIPTION OF THE DRAWINGS 

Preferred embodiments of the present invention are described with reference to the 
following drawings, wherein: 

FIG. 1 is a diagram illustrating a cable modem system with telephony return; 

FIG. 2 is a block diagram illustrating a protocol stack for a cable modem; 

FIG. 3 is a block diagram illustrating a Telephony Channel Descriptor message structure; 

FIG. 4 is a block diagram illustrating a Termination System Information message 
structure; 

FIG. 5 is a diagram illustrating an exchange of initial ranging messages in accordance 
with a preferred embodiment of the present invention; 

FIG. 6 is a diagram illustrating an exchange of initial ranging messages with backoff in 
accordance with a preferred embodiment of the present invention; 

FIG. 7 is a graphical illustration of the results of a prior art method for adjusting the 
power level of a network client device; 

FIG. 8 is a flowchart illustrating a method for calibrating power level of a network client 
device in accordance with a preferred embodiment of the present invention; 

FIG. 9 is a flowchart illustrating a method for initial ranging power setting in accordance 
with a preferred embodiment of the present invention; and 

FIG. 10 is a graphical illustration of the results of the system and method for calibrating 
power level of a network client device in accordance with a preferred embodiment of the present 
invention. 
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DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS 

The present invention is directed to a system and method for adjusting power level during 
a cable modem initial ranging in a data-over-cable system. The system and method of the 
present invention includes communications between a network device such as, an access router 
5 or a cable modem termination system and a network client device such as, but not limited to, a 
cable modem. 
Data-Over-Cable System 

FIG. 1 is a block diagram illustrating an exemplary data-over-cable system 10. Most 
Q cable providers known in the art predominately provide uni-directional cable systems, supporting 
JO only a "downstream" data path. A downstream data path is the flow of data from a cable 
JtJ television network "headend" to customer premise equipment, for example, a customer's 
m personal computer. A cable television network headend is a central location that is responsible 
U for sending cable signals in a downstream direction. A return path via a telephony network 
W ("telephony return") is typically used for an "upstream" data path in uni-directional cable 
Q 5 systems. An upstream data path is the flow of data from customer premise equipment back to 
the cable television network headend. 

However, data-over-cable system 10 of the present invention may also provide a bi- 
directional data path (i.e., both downstream and upstream) without telephony return as is also 
illustrated in FIG. 1. The present invention is not limited to a data-over-cable system 10 with 
20 telephony return. In a data-over cable system without telephony return, customer premise 
equipment or a cable modem has an upstream connection to the cable modem termination system 
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via a cable television connection, a wireless connection, a satellite connection, or a connection 
via other technologies to send data upstream to the cable modem termination system. 

Data-over-cable system 10 includes a Cable Modem Termination System ("CMTS") 12 
connected to a cable television network 14, hereinafter cable network 14. FIG. 1 illustrates one 
CMTS 12. However, data-over-cable system 10 can include multiple CMTS 12. In one 
preferred embodiment of the present invention, the CMTS 12 is a Total Control hub by 3Com 
Corporation of Santa Clara, California, with a cable modem termination unit. A Total Control 
hub is a chassis with multiple networking cards connected by a common bus. An exemplary 
Total Control hub is described in U.S. Patent No. 5,528,595, granted to Dale M.Walsh et al., and 
the entire teaching of which is incorporated herein by reference. However, the CMTS 12 could 
also be another network server including those by Lucent Technologies of Murray Hill, New 
Jersey, Livingston Enterprises, Inc. of Pleasanton, California, Ascend Communications of 
Alameda, California, Cisco Systems, Inc., of San Jose, California and others. 

The cable network 14 includes cable television networks such as those provided by 
Comcast Cable Communications, Inc., of Philadelphia, Pennsylvania, Cox Communications, or 
Atlanta, Georgia, Tele-Communications, Inc., of Englewood Colorado, Time- Warner Cable, of 
Marietta, Georgia, Continental Cablevision, Inc., of Boston, Massachusetts, and others. The 
cable network 14 is connected to a Cable Modem ("CM") 16 with a downstream cable 
connection. The CM 16 is any cable modem, such as, those provided by 3Com Corporation of 
Santa Clara, California, Motorola Corporation of Arlington Heights, Illinois, Hewlett-Packard 
Co. of Palo Alto, California, Scientific- Atlanta, of Norcross, Georgia, General Instruments of 
Horsham, Pennsylvania, and others. FIG. 1 illustrates one CM 16. However, in a typical data- 
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over-cable system, tens or hundreds of thousands of the CMs 16 are connected to the CMTS 12. 
The CM 16 is connected to Customer Premise Equipment ("CPE") 18 such as a personal 
computer system via a Cable Modem-to-CPE Interface ("CMCI") 20. 

One CPE 18 is illustrated in FIG. 1. However, the CM 16 may have multiple CPEs 18 
5 attached. In one preferred embodiment of the present invention, the CM 16 is connected to a 
Public Switched Telephone Network ("PSTN") 22 with an upstream telephony connection. The 
PSTN 22 includes those public switched telephone networks provided by AT&T, Regional Bell 
Operating Companies (e.g., Ameritech, U.S. West, Bell Atlantic, Southern Bell 
O Communications, Bell South, NYNEX, and Pacific Telesis Group), GTE, Sprint, MCI and 
>;0 others. The upstream telephony connection is any of a standard telephone line connection, 
Jt! Integrated Services Digital Network ("ISDN") connection, Asymmetric Digital Subscriber Line 
m ("ADSL") connection, a wireless connection or other telephony connection. The PSTN 22 is 
M= connected to a Telephony Remote Access Concentrator ("TRAC") 24. 

yj In another preferred embodiment of the present invention, in a data-over cable system 10 

9 5 without telephony return, the CM 16 has an upstream connection to the CMTS 12 via a cable 
television connection, a wireless connection, a satellite connection, or a connection via other 
technologies to send data upstream outside of the telephony return path. An upstream cable 
television connection via cable network 14 is also illustrated in FIG. 1. In such an embodiment, 
the CMTS 12 may also provide data streams involving voice, video or data information to a CM 
20 16, or CPE 18 from the PSTN 22 even when a telephony return path is not used. 

FIG. 1 illustrates a telephony modem integral to the CM 16. In another embodiment of 
the present invention, the telephony modem is a separate modem unit external to the CM 16 used 
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specifically for connecting with the PSTN 22. A separate telephony modem includes a 
connection to the CM 16 for exchanging data. In yet another embodiment of the present 
invention, the CM 16 includes functionality to connect only to the cable network 14 and receives 
downstream signals from the cable network 14 and sends upstream signals to the cable network 
14 without using the telephony return path. The present invention is not limited to cable 
modems used in a data-over-cable system with telephony return. 

In one preferred embodiment of the present invention of the telephony return, the TRAC 
24 is a Total Control Telephony Hub by 3Com Corporation of Santa Clara, California. However, 
the TRAC 24 could also be a telephony hub including those by Lucent Technologies of Murray 
Hill, New Jersey, Livingston Enterprises, Inc. of Pleasanton, California, Ascend 
Communications of Alameda, California and others. 

The CMTS 12 and the TRAC 24 may be at a "headend" of cable system 10, or the TRAC 
24 may be located elsewhere and have routing associations to the CMTS 12. The CMTS 12 and 
the TRAC 24 together are called a "Telephony Return Termination System" ("TRTS") 26. The 
TRTS 26 is illustrated by a dashed box in FIG. 1. The CMTS 12 and the TRAC 24 make up the 
TRTS 26 whether or not they are located at the headend of cable network 14. The TRAC 24 may 
be located in a different geographic location from the CMTS 12. Content servers, operations 
servers, administrative servers and maintenance servers used in data-over-cable system 10 (not 
shown in FIG. 1) may also be in different locations. Access points to the data-over-cable system 
10 are connected to one or more of the CMTS 12, or cable headend access points. Such 
configurations may be "one-to-one", "one-to-many," or "many-to-many," and may be 
interconnected to other Local Area Networks ("LANs") or Wide Area Networks ("WANs"). 
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The TRAC 24 is connected to a data network 28, for example, the Internet, an Intranet or 
other LAN by a TRAC-Network System Interface 30 ("TRAC-NSr). The CMTS 12 is 
connected to data network 28 by a CMTS-Network System Interface ("CMTS-NSI") 32. The 
CMTS 12 may send and receive data to/from a CM 16 or a CPE 18 via the PSTN 22 even if 
telephony return is not used. The present invention is not limited to data-over-cable system 10 
illustrated in FIG. 1, and more or fewer components, connections and interfaces could also be 
used. The present invention may also be used in a data-over-cable system 10 with or without 
telephony return. It should be noted that though FIG. 1 is described with respect to particular 
network elements, such as, a cable modem which is one of a network client device, a CMTS 
which is one of a network device that interfaces with a network address server, such as, a DHCP 
server which sends a network address allocation message to a network client device. 
Network device protocol stack 

FIG. 2 is a block diagram illustrating a protocol stack 36 for network devices in data- 
over-cable system 10. In one exemplary preferred embodiment of the present invention, network 
devices in the data-over-cable system 10 are compliant with Data-Over-Cable-Service-Interface- 
Specification ("DOCSIS") standards from the Multimedia Cable Network Systems ("MCNS"), 
the entire teachings of which are incorporated herein by reference. The DOCSIS standards can 
be found on the World Wide Web at the Universal Resource Locator ("URL") 
"www.cablemodem.com." However, other standards may also be used and the present invention 
is not limited to network devices compliant with DOCSIS and MCNS. However FIG. 2 
illustrates the downstream and upstream protocols used, for example, in the CM 16. As is 
known in the art, the Open System Interconnection ("OSI") model is used to describe computer 
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networks. The OSI model consists of seven layers including from lowest-to-highest, a physical, 
data-link, network, transport, session, presentation and application layer. The physical layer 
transmits bits over a communication link. The data link layer transmits error free frames of data. 
The network layer transmits and routes data packets. 

For downstream data transmission, network devices including the CM 16 are connected 
to the cable network 14 in a physical layer 38 via a Radio Frequency ("RF") Interface 40. In a 
preferred embodiment of the present invention, RF Interface 40 has an operation frequency range 
of 50 Mega-Hertz ("MHz") to 1 Giga-Hertz ("GHz") and a channel bandwidth of 6 MHz. 
However, other operation frequencies may also be used and the present invention is not limited 
to these frequencies. The RF interface 40 uses a signal modulation method, such as Quadrature 
Amplitude Modulation ("QAM"). As is known in the art, QAM is used as a means of encoding 
digital information over radio, wire, or fiber optic transmission links. QAM is a combination of 
amplitude and phase modulation and is an extension of multiphase phase-shift-keying. QAM 
can have any number of discrete digital levels typically including 4, 16, 64 or 256 levels. In one 
embodiment of the present invention, QAM-64 is used in the RF interface 40. However, other 
operating frequencies and modulation methods could also be used (e.g., Quadrature Phase Shift 
Keying ("QPSK") modulation). For more information on the RF interface 40 see the Institute of 
Electrical and Electronic Engineers ("IEEE") standard 802.14 for cable modems, the entire 
teaching of which is incorporated herein by reference. IEEE standards can be found on the 
World Wide Web at the URL "www.ieee.org." However, other RF interfaces 40 could also be 
used and the present invention is not limited to IEEE 802.14, for example, RF interfaces from 
MCNS and others could also be used. 
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Above the RF interface 40 in a data link layer 42 is a Medium Access Control ("MAC") 
layer 44. As is known in the art, the MAC layer 44 controls access to a transmission medium via 
physical layer 38. For more information on the MAC layer protocol 44 see IEEE 802.14 for 
cable modems. However, other MAC layer protocols 44 could also be used and the present 
invention is not limited to IEEE 802.14 MAC layer protocols, for example, MCNS MAC layer 
protocols and others could also be used. 

Above the MAC layer 44 is an optional link security protocol stack 46. The link security 
protocol stack 46 prevents unauthorized users from making a data connection from cable 
network 14. The RF interface 40 and the MAC layer 44 can also be used for an upstream cable 
connection in a data-over-cable system 10 without telephony return. 

For upstream data transmission with telephony return, the CM 16 is connected to the 
PSTN 22 in physical layer 38 via telephony interface 48. The International Telecommunications 
Union-Telecommunication Standardization Sector ("ITU-T", formerly known as the CCITT) 
defines standards for communication devices identified by "V.xx" series where "xx" is an 
identifying number. ITU-T standards can be found on the World Wide Web at the URL 
"www.itu.ch." 

In one embodiment of the present invention, ITU-T V.34 is used as telephony interface 
48. As is known in the art, ITU-T V.34 is commonly used in the data link layer for modem 
communications and currently allows data rates as high as 33,600 bits-per-second ("bps"). For 
more information see the ITU-T V.34 standard. However, modem interfaces, for example, V.90 
or other telephony interfaces could also be used. For example, an Asymmetric Digital 
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Subscriber Link ("ADSL"), an Integrated Services Digital Network ("ISDN") or a wireless 
telephony interface could also be used for the telephony interface 48. 

Above the telephony interface 48, in the data link layer 42, is a Point-to-Point Protocol 
("PPP") layer 50, hereinafter PPP 50. As is known in the art, PPP 50 is used to encapsulate 
network layer datagrams over a serial communications link. For more information on PPP 50 
see Internet Engineering Task Force ("IETF") Request for Comments ("RFC"), RFC-1661, 
RFC- 1662 and RFC- 1663, the entire teachings of which are incorporated herein by reference. 
Information for IETF RFCs can be found on the World Wide Web at URLs "ds.internic.net" or 
"www.ietf.org." 

Above both the downstream and upstream protocol layers in a network layer 52 is an 
Internet Protocol ("IP") layer 54. IP layer 54, hereinafter IP 54, roughly corresponds to OSI 
layer 3, the network layer, but is typically not defined as part of the OSI model. As is known in 
the art, IP 54 is a routing protocol designed to route traffic within a network or between 
networks. For more information on IP 54 see, RFC-791, the entire teaching of which is 
incorporated herein by reference. 

Internet Control Message Protocol ("ICMP") layer 56 is used for network management. 
The main functions of ICMP layer 56, hereinafter ICMP 56, include error reporting, reachability 
testing, for example, "pinging", congestion control, route-change notification, performance, 
subnet addressing and others. Since IP 54 is an unacknowledged protocol, datagrams may be 
discarded and ICMP 56 is used for error reporting. For more information on ICMP 56 see, RFC- 
792, the entire teaching of which is incorporated herein by reference. 
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Above IP 54 and ICMP 56 is a transport layer 58 with a User Datagram Protocol layer 60 
("UDP"). UDP layer 60, hereinafter UDP 60, roughly corresponds to OSI layer 4, the transport 
layer, but is typically not defined as part of the OSI model. As is known in the art, UDP 60 
provides a connectionless mode of communications with datagrams. For more information on 
UDP 60 see RFC-768, the entire teaching of which is incorporated herein by reference. 
Transmission Control Protocol ("TCP") may also be used in the transport layer 58. For more 
information on TCP see RFC-793, the entire teaching of which is incorporated herein by 
reference. 

Above the network layer are a Simple Network Management Protocol ("SNMP") layer 
62, Trivial File Transfer Protocol ("TFTP") layer 64, Dynamic Host Configuration Protocol 
("DHCP") layer 66 and a UDP manager 68. SNMP layer 62 is used to support network 
management functions. For more information on SNMP layer 62 see RFC-1157, the entire 
teachings of which are incorporated herein by reference. TFTP layer 64 is a file transfer protocol 
used to download files and configuration information. For more information on TFTP layer 64 
see RFC-1350, the entire teaching of which is incorporated herein by reference. The DHCP 
layer 66 is a protocol for passing configuration information to hosts on an IP 54 network. For 
more information on the DHCP layer 66 see, RFC-1541, RFC-2131 and RFC-2132, the entire 
teachings of which are incorporated herein by reference. UDP manager 68 distinguishes and 
routes packets to an appropriate service, for example, a virtual tunnel. More or few protocol 
layers could also be used with data-over-cable system 10. 

The CM 16 supports transmission and reception of IP 54 datagrams as specified by RFC- 
791. The CMTS 12 and the TRAC 24 may also perform filtering of IP 54 datagrams. The CM 
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16 is also configurable for IP 54 datagram filtering to restrict the CM 16 and the CPE 18 to the 
use of only their assigned IP 54 addresses. The CM 16 is configurable for IP 54 datagram UDP 
60 port filtering, for example, deep filtering. 

The CM 16 forwards IP 54 datagrams destined to an IP 54 unicast address across the 
cable network 14 or the PSTN 22. Some routers have security features intended to filter out 
invalid users who alter or masquerade packets as if sent from a valid user. Since routing policy 
is under the control of network operators, such filtering is a vendor specific implementation. For 
example, dedicated interfaces (i.e., Frame Relay) may exist between the TRAC 24 and/or the 
CMTS 12 which preclude filtering, or various forms of virtual tunneling and reverse virtual 
tunneling could be used to virtually source upstream packets from the CM 16. For more 
information on virtual tunneling, see Level 2 Tunneling Protocol ("L2TP") or Point-to-Point 
Tunneling Protocol ("PPTP") in IETF draft documents by Kory Hamzeh (IETF draft documents 
are precursors to IETF RFCs and are works in progress), the entire teachings of which are 
incorporated herein by reference. 

The CM 16 also forwards IP 54 datagrams destined to an IP 54 multicast address across 
the cable network 14 or the PSTN 22. The CM 16 is configurable to keep IP 54 multicast 
routing tables and to use group membership protocols. The CM 16 is also capable of IP 54 
tunneling upstream through the telephony path. A CM 16 that wants to send a multicast packet 
across a virtual tunnel will prepend another IP 54 header, set the destination address in the new 
header to be the unicast address of the CMTS 12 at the other end of the tunnel, and set the IP 54 
protocol field to be four, which means the next protocol is IP 54. 
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The CMTS 12 at the other end of the virtual tunnel receives the packet, strips off the 
encapsulating IP 54 header, and forwards the packet as appropriate. A broadcast IP 54 capability 
is dependent upon the configuration of the direct linkage, if any, between the TRAC 24 and the 
CMTS 12. The CMTS 12, the CM 16, and the TRAC 24 are capable of routing IP 54 datagrams 
5 destined to an IP 54 broadcast address which is across the cable network 14 or the PSTN 22 if so 
configured. The CM 16 is configurable for IP 54 broadcast datagram filtering. 

An operating environment for the CMTS 12, the CM 16, the CPE 18, the TRAC 24 and 
other network devices of the present invention includes a processing system with at least one 
q high speed processing unit and a memory system. In accordance with the practices of persons 
^0 skilled in the art of computer programming, the present invention is described below with 
reference to acts and symbolic representations of operations or instructions that are performed by 
Ji the processing system, unless indicated otherwise. Such acts and operations or instructions are 
J\ sometimes referred to as being "computer-executed", or "processing unit executed." 
[7i It will be appreciated that the acts and symbolically represented operations or instructions 

Q5 include the manipulation of electrical signals by the processing unit. An electrical system with 
data bits causes a resulting transformation or reduction of the electrical signal representation, and 
the maintenance of data bits at memory locations in the memory system to thereby reconfigure or 
otherwise alter the processing unit's operation, as well as other processing of signals. The 
memory locations where data bits are maintained are physical locations that have particular 
20 electrical, magnetic, optical, or organic properties corresponding to the data bits. 

The data bits may also be maintained on a computer readable medium including magnetic 
disks, optical disks, organic disks, and any other volatile or non-volatile mass storage system 
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readable by the processing unit. The computer readable medium includes cooperating or 
interconnected computer readable media, which exist exclusively on the processing system or is 
distributed among multiple interconnected processing systems that may be local or remote to the 
processing system. 
Initialization of a cable modem 

When the CM 16 is initially powered on, if telephony return is being used, the CM 16 
will receive a Telephony Channel Descriptor ("TCD") from the CMTS 12 that is used to provide 
dialing and access instructions on downstream channels via cable network 14. Information in the 
TCD is used by the CM 16 to connect to the TRAC 24. The TCD is transmitted as a MAC 
management message with a management type value of TRI TCD at a periodic interval for 
example, every 2 seconds. To provide for flexibility, the TCD message parameters are encoded 
in a Type/Length/Value ("TLV") form. However, other encoding techniques could also be used. 

FIG. 3 is a block diagram illustrating a TCD message structure 70 with MAC 
management header 72 and Service Provider Descriptor(s) ("SPD") 74 encoded in TLV format. 
SPDs 74 are compound TLV encoding that define telephony physical-layer characteristics that 
are used by the CM 16 to initiate a telephone call. The SPD 74 is a TLV-encoded data structure 
that includes sets of dialing and access parameters for the CM 16 with telephony return. The 
SPD 74 is contained within TCD message 70. There may be multiple SPD 74 encoding within a 
single TCD message 70. There is at least one SPD 74 in the TCD message 70. The SPD 74 
parameters are encoded as SPD-TLV tuples. The SPD 74 includes the parameters shown in 
Table 1 and may contain optional vendor specific parameters. However, fewer or more 
parameters could also be used in the SPD 74. 
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TABLE 1 



SPD 74 Parameter 


Description 


Factory Default Flag 


Boolean value, if TRUE(l), indicates a SPD which 
should be used by the CM 16. 


Service Provider Name 


This parameter includes the name of a service 
provider. Format is standard ASCII string composed 
of numbers and letters. 


i eiepnone r> uniuei » 


Theqp narameters contain telenhone numbers that the 
CM 16 uses to initiate a telephony modem link 
during a login process. Connections are attempted in 
ascending numeric order (i.e., Phone Number 1, 
Phone Number 2...). The SPD includes a valid 
tel^rVhrmv dial string as the nrimarv dial string 
(Phone Number 1), secondary dial-strings are 
optional. Format is ASCII string(s) composed of: any 
sequence of numbers, pound "#" and star "*" keys 
and a comma character that is used to indicate a 
two cppnnd nan^fi m dialing 


Connection Threshold 


The number of sequential connection failures before 
indicating connection failure. A dial attempt that 
does not result in an answer and connection after no 
more than ten rings is considered a failure. The 
ueiduii vdiuu ib one 


Login User Name 


This includes a user name the CM 16 will use in an 
authentication protocol over the telephone link 
during the initialization procedure. Format is a 
monolithic sequence of alphanumeric characters in 
an A^CTT <?trin^ comnosed of numbers and letters. 


Login Password 


This includes a password that the CM 16 will use 
during authentication over a telephone link during the 
initialization procedure. Format is a monolithic 
sequence of alphanumeric characters in an ASCII 
string composed of numbers and letters. 


DHCP 66 Authenticate 


Boolean value, reserved to indicate that the CM 16 
uses a specific indicated DHCP 66 Server (see next 
parameter) for a DHCP 66 Client and BOOTP Relay 
Process when TRUE (one). The default is FALSE 
(zero) which allows any DHCP 66 Server. 
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DHCP 66 Server 


IP 54 address value of a DHCP 66 Server the CM 16 
uses in the DHCP 66 Client and BOOTP Relay 
Process when the DHCP 66 Authenticate attribute is 
tt?TTThYU anH fhi<2 attribute i<; rvrp<;ent The default 
value is integer zero. 


RADIUS Realm 


The realm name is a string that defines a Remote 
A nfhenti ration Dial In User Service (""RADIUS") 
server domain. Format is a monolithic sequence of 
alphanumeric characters in an ACSII string 
composed of numbers and letters. 


PPP 50 Authentication 


This parameter instructs the telephone modem which 
authentication procedure to perform over the 

IClCpilOllC llllls.. 


Demand Dial Timer 


This parameter indicates time (in seconds) of inactive 
networking time that will be allowed to elapse before 
hanging up a telephone connection at CM 16. If this 
optional parameter is not present, or set to zero, then 
the demand dial feature is not activated. The default 
value is zero. 


Vendor Specific 
Extensions 


Optional vendor specific extensions. 



A Termination System Information ("TSI") message is transmitted by the CMTS 12 at 
periodic intervals (e.g., every 2 seconds) to report CMTS 12 information to the CM 16 whether 
or not telephony return is used. The TSI message is transmitted as a MAC management 
message. The TSI provides a CMTS 12 boot record in a downstream channel to the CM 16 via 
cable network 14. Information in the TSI is used by the CM 16 to obtain information about the 
status of the CMTS 12. The TSI message has a MAC management type value of TRIJTSI. 

FIG. 4 is a block diagram of a TSI message structure 76. The TSI message structure 76 
includes a MAC management header 78, a downstream channel IP address 80, a registration IP 
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address 82, a CMTS 12 boot time 84, a downstream channel identifier 86, an epoch time 88 and 
vendor specific TLV encoded data 90. 

A description of the fields of TSI message 76 are shown in Table 2. However, fewer or 
more fields could also be used in TSI message 76. 



TABLE 2 



TSI 76 Parameter 


Description 


Downstream Channel 

TTl All C\f\ 

IP Address 80 


This field includes an IP 54 address of the 
LM1 o 12 available on tne aownstream cnannei 
this message arrived on. 


Registration IP Address 82 


This field includes an IP 54 address the CM 16 
sends its registration request messages to. This 
address may be the same as the Downstream 
Channel IP 54 address. 


CMTS Boot Time 84 


Specifies an absolute-time of a CMTS 12 
recorded epoch. The clock setting for this epoch 
uses the current clock time with an unspecified 
accuracy. Time is represented as a 32 bit binary 
number. 


Downstream Channel ID 86 


A downstream channel on which this message 
has been transmitted. This identifier is 
arbitrarily chosen by CMTS 12 and is unique 
within the MAC 44 layer. 


Epoch 88 


An integer value that is incremented each time 
the CMTS 12 is either re-initialized or performs 
address or routing table flush. 


Vendor Specific Extensions 90 


Optional vendor extensions may be added as 
TLV encoded data. 



If telephony return is being used, after receiving the TCD message 70 and the TSI 



message 76, the CM 16 continues to establish access to data network 28 (and resources on the 



network) by first dialing into the TRAC 24 and establishing a telephony PPP 50 session. Upon 
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the completion of a successful PPP 50 connection, the CM 16 performs PPP 50 Link Control 
Protocol C'LCP") negotiation with the TRAC 24. 

Once LCP negotiation is complete, the CM 16 requests Internet Protocol Control 
Protocol ("IPCP") address negotiation for an upstream telephony return path. For more 
information on IPCP see RFC-1332, the entire teaching of which is incorporated herein by 
reference. During IPCP negotiation, the CM 16 negotiates, via PPP 50, an IP 54 address with the 
TRAC 24 for sending IP 54 data packet responses back to data network 28 via the TRAC 24. 

When the CM 16 has established an upstream IP 54 link to TRAC 24, it begins 
"upstream" communications to the CMTS 12 via the DHCP layer 66 to complete a virtual data 
connection by attempting to discover network host interfaces available on the CMTS 12, for 
example, IP 54 host interfaces for a virtual IP 54 connection. The virtual data connection allows 
the CM 16 to receive data from data network 28 via the CMTS 12 and cable network 14, and 
send return data to data network 28 via TRAC 24 and PSTN 22. The CM 16 must first 
determine an address of a network host interface, for example, an IP 54 interface associated with 
the CMTS 12 that can be used by data network 28 to send data to the CM 16. In one preferred 
embodiment of the present invention, the CM 16 has only a downstream cable connection from 
the CMTS 12 and will obtain a connection address to the data network 28 using an upstream 
telephony connection to the TRAC 24. In another preferred embodiment of the present 
invention, the CM 16 will obtain a connection address to the cable network using an upstream 
cable connection to the CMTS 12. 

An exemplary data path through cable system 10 is illustrated in Table 3. However other 
data paths could also be used and the present invention is not limited to the data paths shown in 
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Table 3. For example, the CM 16 may send data upstream back through the cable network 14 
(e.g., the CM 16 to cable network 14 to the CMTS 12 and to the data network 28 through CMTS 
NSI 32) and not use the PSTN 22, the TRAC 24, or the telephony return upstream path at all. 

TABLE 3 



L An IP 54 datagram from data network 28 destined for the CM 1 6 arrives on 
the CMTS-NSI 32 and enters the CMTS 12. 

2. CMTS 12 encodes the IP 54 datagram in a cable data frame, passes it to 
MAC 44 and transmits it "downstream" to RF interface 40 on the CM 16 
via cable network 14. 

3. CM 16 recognizes the encoded IP 54 datagram in MAC layer 44 received 
via RF interface 40. 

4. CM 16 responds to the cable data frame and encapsulates a response IP 54 
datagram in a PPP 50 frame and transmits it "upstream" with telephony 
interface 48 via the PSTN 22 to TRAC 24. 

5 . TRAC 24 decodes the IP 54 datagram and forwards it via TRAC-NSI 30 to 
a destination on the data network 28. 

6. In a two-way cable system, the CM 16 encapsulates a response IP 54 
datagram in a cable data frame passes it to MAC 44 and transmits it 
"upstream" via CM 16 RF interface 40 to the CMTS 12 via cable network 
14. 

7. In a two-way cable system, the CMTS 12 decodes the IP 54 datagram from 
the cable frame and forwards it via TRAC-NSI 32 to a destination on the 
data network 2 8 . 



Initial Ranging (IR) 

FIG. 5 is a diagram illustrating an exchange of initial ranging messages in accordance 

with a preferred embodiment of the present invention. As describes in DOCSIS, the CM 16 

initiates IR by starting a timer (T2) and then waiting for an Initial Maintenance (IM) broadcast 

opportunity. IM broadcast opportunities are periodically sent downstream by the CMTS in 

MAPs. A MAP contains information describing upstream bandwidth allocation. Bandwidth is 

allocated for such things as transmit grants for CM 16 with pending requests, unicast ranging 

opportunities for CM 16 station maintenance and broadcast ranging opportunities for CM 16 
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registration. If the T2 time expires before a MAP with broadcast ranging opportunity is 
received, the CM 16 resets the MAC layer and scans for the next available downstream 
communication. In a preferred embodiment, the timer T2 is defined to have a maximum time of 
approximately 10 seconds. 
5 FIG. 6 is a diagram illustrating an exchange of initial ranging messages with backoff in 

accordance with a preferred embodiment of the present invention. Once a broadcast ranging 
opportunity has been received and the range request message RNG-REQ has been sent in the 
allocated timeslot, the CM 16 terminates the timer T2 and starts a timer T3. If the timer T3 
O expires before a range response message RNG-RSP is received from the CMTS 12, the CM 16 
jf 0 repeats the IR process but with a random backoff turned on and an adjustment in power. Only 
% the first IR attempt for a given Upstream Channel Descriptor (UCD) can be attempted with 
ip random backoff turned off 

y, In a preferred embodiment, timer T3 is defined to have a maximum time of 200 

k| milliseconds. A maximum of 16 retries can be issued for each available UCD. An IR attempt 
S3 5 must be attempted on all available UCD before resetting the MAC layer and scanning for the 
next available downstream. 

Failure of the CMTS 12 to recognize a CM 16 RNG-REQ can be due to collision and/or 
attenuation. During the IR process the CM 16 is required to transmit its RNG-REQ in the 
broadcast region specified in a MAP. The same broadcast region can be used by all unregistered 
20 CMs to register with the CMTS 12. This region is primarily used by the CMTS 12 to calculate 
the timing offset for an RNG-REQ from a CM 16. However, if two CMs attempt to register with 
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the CMTS 12 at the same time a collision could occur. In this case, IR can be retried with 
random backoff turned on. 

In the attenuation case, there may be enough attenuation in the cable plant that the CMTS 
is unable to detect the RNG-REQ of the CM 16. In this case, IR is retried with adjustments in 
power. 

Because there are no mechanism in place for the CM 16 to determine the reason for not 
getting a RNG-RSP from the CMTS 12, the CM 16 must turn on random backoff and adjust 
power with each successive IR for a given UCD. 

Per DOCSIS 1.1 section 9.2.4 after the first IR failure for a given Upstream Channel 
Descriptor (UCD) two adjustments must be made for successive IR. The first adjustment that 
should be made is to enable binary exponential random backoff. Random backoff used in the 
case of collision between one or more CM during IR is in the multicast bandwidth allocation 
region. Random backoff prevents lockstep RNG-REQ contention among several CM that are in 
the IR state. The second adjustment that must be made is adjustment in the CM transmit power. 
This is to overcome impairments in the cable plant that may be attenuating the CM signal enough 
to make it too weak for the CMTS to receive the request. In DOCSIS 1.1 section 9.2.4.1 power 
adjustment of the CM transmit is left for vendor implementation. 

Once the CMTS 2 receives a RNG-REQ from a CM 16, it responds with an RNG-RSP 
containing a temporary unicast System Identification number (SID) and upstream adjustments 
for power, frequency and timing. 

From DOCSIS 1.1 there are few restrictions for power control, during IR. The only 
restriction defined is that the power output of the transmitter must stay within the dynamic range 
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from +8 dBmV to +58 dBmV for QPSK modulation and +8 dBmV to +55 dBmV for 16 QAM 
modulation. The power level control must have a resolution of ldB. No specification is given 
for adjusting power with successive IR attempts. 

FIG. 7 is a graphical illustration of a prior art method for adjusting the power level of a 
5 network client device. For successive IR power adjust the simplest approach is to use linear 
steps to cover the dynamic range of the CM 16 transmitter. If the CMTS 12 receiver is on the far 
end of the CM 16 dynamic range it could take several minutes before the CM 16 receives a 
RNG-RSP from the CMTS 12. This time varies with the minimum and maximum values used 
O for the binary exponential random backoff. The random backoff value is set by the CTMS 12 in 
Njo the downstream MAPs and is determined by the population of CM on the cable plant. A 
Jti maximum of 16 IR attempts can be made for a given UCD before moving the next available 
U UCD or scanning for the next downstream. With 16 IR attempts available the minimal step size 
L is 3.18 dB (dynamic range/maximum number of attempts = 51dB/16) to cover the entire CM 16 
kj transmitter dynamic range. The factional part of the step size can be truncated until it 
U5 accumulates to carry over into an integer. The CMTS receiver must have a dynamic range of +/- 
6dB from the optional receiver level. As an example, if a CM 16 has to power adjust to 
52dBmV to be within +/- 6dB of the CMTS receiver and minimum power adjustment step size is 
used for each IR attempt, then as many as 12 IR attempts may be used before the CM RNG-REQ 
is received by the CMTS. If the cable plant is heavily populated with CM, the backoff value 
20 may be large such that each successive IR attempt may take exponentially more time than the 
previous attempt. 
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To reduce the IR time to cover the entire CM 16 transmitter dynamic range, the system 
and method of the present invention takes advantage of the fact the CM transmitter power level 
must typically be within a range of +/- 6dBmV of the CMTS receiver. Thus, the CMTS receiver 
has a dynamic range of 12 dBmV. The dynamic range of the CM transmitter can be divided by 
the dynamic range of the CMTS receiver to give 4.25 (51/12) possible CM transmitter regions 
the CMTS receiver may be located. One or more IR can be attempted in each region before 
adjusting power for the next region. This requires as many as 5 IR attempts to cover the entire 
CM transmitter dynamic range. The lower the number of IR attempts to cover the CM 
transmitter dynamic range the less time needed for IR. If a RNG-RSP message is not received 
from the CMTS in the first sweep of the transmitter dynamic range a second sweep can be 
attempted but with a new adjusted power level for each region. Failure in the first sweep is most 
likely due to collision. As many sweeps as needed can be performed as long as the total number 
of IR attempts do not exceed 16 as defined by DOCSIS. 

Effectively, larger power adjustment steps are taken to cover the CM transmitter dynamic 
range quickly. An adjustment in each region is interlaced with each sweep of the CM transmitter 
dynamic range. Assuming collisions are low, as few as 5 IR attempts may be needed, which is a 
great improvement over linear attempts described earlier. 

FIG. 8 is a flowchart illustrating a method 200 for calibrating power level of a network 
client device in accordance with a preferred embodiment of the present invention. The method 
200 begins with dividing the dynamic range of a transmitter of a network client device such as a 
cable modem to result in different transmitter regions per step 202. The method 200 further 
includes attempting one or more initial ranging in each region with a certain power level per step 
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204. It is then determined, per step 206, if a range response message is received from the 
network device such as a cable modem termination system. If no range response message is 
received, then the power level is readjusted per step 208 and initial ranging is reattempted per 
step 204 and the method 200 reiterates through. Once a range response message is received, 
initial ranging is completed successfully per step 210. 

FIG. 9 is a flowchart illustrating a method 240 for initial ranging power setting in 
accordance with a preferred embodiment of the present invention. It is first determined in step 
242, if the channel is the same as the previous registration, that is current downstream frequency 
and UCD is the same as the last time the CM was registered. If yes, the CM transmitter power 
level used during the previous registration is used for the very first IR minus 4 dB per steps 248, 
250. The minus 4 dB is to prevent possible overshoot. If not, a power level is first attained per 
step 246. If the CM does not receive a RNG-RSP at that power level per step 252,254 then an 
interleaved power ramp up process sequence is used for successive IR per steps 256, 258 and 
260. The interleave power ramp up is also used in the case if the downstream frequency or UCD 
is not the same as last registration. 

FIG. 10 is a graphical illustration of the results of the system and method for calibrating 
power level of a network client device in accordance with a preferred embodiment of the present 
invention. The interleave power ramp up is based on the principle of covering the dynamic 
range of the CM transmitter as quickly as possible. This is possible if the dynamic range of the 
CM transmitter is divided into regions the CMTS might be located in. As described herein 
before, the CM transmitter power level must typically be within +/- 6dBmV of the CMTS 
receiver. This implies the CMTS receiver has a dynamic range of 12 dBmV. The dynamic 
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range of the CMTS receiver divides into the dynamic range of the CM transmitter to give 5 
possible regions. 

Instead of power ramping by taking small delta increments to cover the entire dynamic 
range of the CM transmitter, an IR in each of the possible regions is attempted to cover the entire 
dynamic range of the CM transmitter quickly. Using only a single pass of the CM transmitter 
dynamic range is to assume no collision has occurred during the IR in each region. For the 
possibility that a collision could have occurred during the first sweep, a second IR attempt is 
performed in each region but with a different power level. This interleaving can be done as 
many time allowed as long as the total number of IR attempts does not exceed the 16 IR attempts 
per UCD as defined in DOCSIS. In the case where the CMTS receiver is at 52 dBmV the CM 
may only have to do as many as 5 IR attempts to register with the CMTS. This is assuming no 
collision has occurred in the region the CMTS is located in. Even if a collision did occur in the 
first pass, as many as 10 IR attempts may be needed to register with the CMTS in the second 
pass. This is still less than the number of IR that are required if linear incremental steps were 
used. Overall, 16 available IR attempts per UCD are not needed to adequately cover the 
dynamic range of the CM transmitter. 

In view of the wide variety of embodiments to which the principles of the present 
invention can be applied, it should be understood that the illustrated embodiments are exemplary 
only, and should not be taken as limiting the scope of the present invention. For example, the 
steps of the flow diagrams may be taken in sequences other than those described, and more or 
fewer elements may be used in the block diagrams. While various elements of the preferred 
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embodiments have been described as being implemented in software, other embodiments in 
hardware or firmware implementations may alternatively be used, and vice-versa. 

It will be apparent to those of ordinary skill in the art that methods involved in the system 
and method for calibrating power level during cable modem initial ranging may be embodied in 
5 a computer program product that includes a computer usable medium. For example, such a 
computer usable medium can include a readable memory device, such as, a hard drive device, a 
CD-ROM, a DVD-ROM, or a computer diskette, having computer readable program code 
segments stored thereon. The computer readable medium can also include a communications or 
O transmission medium, such as, a bus or a communications link, either optical, wired, or wireless 
^io having program code segments carried thereon as digital or analog data signals. 
J^f The claims should not be read as limited to the described order or elements unless stated 

^ to that effect. Therefore, all embodiments that come within the scope and spirit of the following 
claims and equivalents thereto are claimed as the invention. 
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